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ALA Regional Conference 
2017 in Nashville, Tennessee

By Lisa Blair – Eastern Regional Office Manager, Burns White LLC

 Having never been to Nashville, Tennessee, I was especially excited to attend this year’s 
ALA Regional Legal Management Conference East from October 12-14. The lure of Music 
City was enhanced by the accomplished speakers that were lined up for the Conference. 
The Keynote Speaker, David Thomas, touched on a topic of interest to all ALA Members 
whether in a large firm, small firm, or corporate office — Leadership’s Indispensable 
Ingredient. He discussed 
how integrity comes from 
the essence of who we are 
as individuals and how to 
prioritize our lives based on 
that premise. 

 Another great speaker, 
Izzy Gesell, discussed How 
Applied Improv Helps Legal 
Administrators Become 
Innovative Thinkers & 
Possibility Creators. We 
learned Presence, Acceptance and 
Trust and how to respond to others 
with “Yes…And” instead of “Yes…
But” to allow more positive commu-
nication. I could go on and on about 
the great speakers and the valuable 
information that we gained from their 
insight and experience. 

 The Closing General Session: 
Outlandishly Fun, Five-Step Program 
for Workplace Wellness by Paul 
Huschilt was fantastic! His 
humorous presentation was 
engaging and insightful. We 
discovered how to motivate 
with humor, and we discussed 
strategies to stay balanced in 
an unbalanced world, adapt to 
change and stay focused on our 
business goals.

 Of course, we enjoyed some 
free time to discover Nashville. 
There was amazing music 
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mindSHIFT Technologies, Inc. (a Ricoh company) is one of the largest IT outsourcing and cloud services 
providers. We’ve supported our clients with tailored and trusted technology solutions for more than 15 
years. From day-to-day IT to major systems modernization, count on mindSHIFT’s technology expertise 
and personalized customer care for all of your IT needs.

Developing an IT Roadmap 
with an Effective Budget Strategy

By Tommy Rotunno (tommy.rotunno@mindSHIFT.com) and Josh Quinn (josh.quinn@mindSHIFT.com), mindSHIFT Technologies, Inc.

 It’s that time of year again. 
The holidays are upon us, Q4 is 
here, and firms will report on 
their budget requests for next 
year, including initiatives ranging 
from those aimed at improving 
efficiency to others that will help 
promote strategic growth. Many 
firms find the budget planning 
process incredibly daunting when 
it comes to IT specifically given 
all the moving parts, including: 
software and hardware upgrades 
and support renewals, ongo-
ing IT security protections, and 
Microsoft Windows and Office 
migrations (just to name a few!). 
This apprehension can lead to 
second-guessing about how much 
to budget, where to allocate the 
dollars within the budget, and if 
your firm is in line with or falling 
behind the competition.

SETTING THE BUDGET

 The first step in preparing 
your firm’s budget is to determine 
if you are investing in the correct 
areas of IT. It is critical to under-
stand if you are budgeting for 
the proper amount. Fortunately, 
the Legal IT industry is proudly 
unique in that information shar-
ing across firms is unprecedented, 

allowing for a closer look into 
the budget and spending trends 
across firms.

 Per the 2016 ILTA/Inside 
Legal Technology Purchasing 
Survey (“tech survey”), an annual 
survey administered among ILTA 
member law firms, 44% of small-
sized firms (1-49 attorneys) and 
39% of medium firms (50-199 
attorneys) reported spending 
within 1-3.99% of firm revenue 
on technology, excluding IT staff 
salaries, benefits and training. 
Medium-sized firms specifically 
are highly concentrated in the 
middle of this range, with 56% 
of firms spending 2-2.99% of 
firm revenue. Another metric 
worth calling attention to is the 
IT spend per attorney as reported 
in the tech survey. Almost three 
quarters (70%) of small firms 
spend up to $8,000 per attorney, 
while over half (60%) of medium 
firms spend $11,001-$17,000 
per attorney.

 What does this mean for 
you? As a point of reference, if 
you are with a firm that has 30 
attorneys and an annual revenue 
of $6M, almost half of your peers 
are spending between $60,000-
$240,000 on technology per year. 

For a firm with 100 attorneys 
and $20M in annual revenue, 
most of your peers are spending 
between $400,000-$600,000 
(based on total revenue metric) 
or $1.1M-$1.7M (based on attor-
ney count metric) on technology 
per year.

 To keep up with the cadence 
of constant change impacting 
legal technology, law firms are 
also recognizing that IT spend 
cannot be limited to a single 
year investment. Technology 
investment is the foundation 
of a firm’s livelihood. The tech 
survey reported that more than 
half (53%) of the firms increased 
their IT budget year-over-year – a 
12% growth rate from the previ-
ous year’s survey. With this in 
mind, it is not surprising that 
firms are relying on their trusted 
IT vendors more so now than 
ever to help them develop an IT 
roadmap that fits the budget set 
by the firm.

WHERE TO SPEND THE IT 
BUDGET STRATEGICALLY

 The very best businesses 
are built on a solid foundation. 
This should be no different for 
IT. A primary area of focus for 

a firm should be to ensure that 
all the firm’s production hard-
ware and software are covered 
under vendor support contracts. 
This means having an accurate 
inventory system to be able to 
track warranty expirations and 
version information. It also 
involves being aware of when 
hardware/software is approach-
ing end-of-life, which can lend a 
hand in your budget forecasting 
and planning for upgrades. As 
Microsoft ended support of its 
Server 2003 in July 2015, and is 
currently slated to end support 
of its Server 2008 in January 
2020, it is imperative to begin 
the planning and execution of 
upgrading these platforms as 
soon as possible.

 The rapid pace of technol-
ogy has a habit of throwing 
the old models out the window 
in favor of the new sexy tech-
nologies. Think about how data 
center technologies have evolved 
from systems that were once 
tiered into a converged model 
(combining the two tiers into 
one), and then hyper-converged 
arrived combining three tiers 
into one package. Software is 
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making leaps even faster, with 
the introduction of the cloud’s 
rapid workload adoption and the 
diminished need to host certain 
infrastructure on-premise. These 
developments in technology 
allow you to realize efficiencies 
(from licensing and hardware 
cost reduction and technology 
consolidation, to ease of business 
continuity) that were previously 
out of reach for a majority of 
small and mid‐sized businesses.

 Once your technology foun-
dation is solid, the next area to 
focus on is business continuity 
and disaster recovery. While IT 
disaster recovery (DR) is a subset 
of an overall business continuity 
(BC) plan, it is also important to 
position the production work-
load in a capable location with 
sufficient capacity, power and 
cooling. Many firms realized 

the benefits of having a strong 
DR/BC plan in place because of 
the destructive 2017 hurricane 
season where many firms who 
were not utilizing a colocation 
facility experienced full outages 
for days to several weeks, or are 
still working to recover. These 
outages could have been avoided 
by using colocation facilities 
which are backed up with multi-
ple connectivity and power 
sources with fully redundant 
generators, and generally staffed 
with IT experts 24x7.

 If you are currently utilizing 
a colocation facility, the next 
evolution is to layer on backup 
and replication in accordance 
with your firm’s recovery point 
and recovery time objectives. A 
new trend in this space is lever-
aging Disaster Recovery as a 
Service (DRaaS) through a public 

cloud, such as Microsoft Azure 
or Amazon AWS, which makes 
a lot of sense for some firms to 
investigate further. The platform 
allows you to convert CapEx to 
OpEx while still retaining the 
same (or greater) level of system 
protections.

 As additional budget dollars 
allow, a renewed focus on IT 
security should become a prior-
ity. While there are dozens of 
security products and suites, 
several fundamental security 
practices should be implemented, 
including: endpoint security, 
mobile device management, 
two-factor authentication, and 
a routine (quarterly or yearly) 
penetration test performed by 
an independent third party. The 
legal industry is becoming a hot 
target for malicious attackers who 
are looking to gain access to the 

highly privileged information 
that is stored within a firm’s 
network. The good news is, new 
preventative tactics and tech-
niques are coming to market and 
gaining traction, such as DMS 
threat analytics, log aggregation 
and correlation, and Managed 
Security Services Providers.

 Education and training 
should be a staple line item in 
the annual IT budget. Alloca-
tion of funds not only to raise 
employee awareness of secu-
rity threats such as phishing 
attacks, and software training, 
but also to offset expenses for IT 
staff to attend industry confer-
ences/seminars where they 
will be educated on the latest 
and greatest legal technologies. 
These events can pay for them-
selves if your legal technology 
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growth or renewed focus on 
technology?

 There is no blanket “yes” 
or “no” answer for these ques-
tions, as every firm is unique 
in both culture and technol-
ogy requirements. For firms in 
the small to mid‐sized space, it 
often makes sense to partner 
with and involve proven third-
party vendors to do the heavy 
lifting and provide guidance 
for the many paths of success 
that a firm can follow with its 
IT budget.

 In closing, the fast pace in 
which the technology landscape 
is changing is forcing firms into 
having more fluid IT budgets. It 
is critical to know how to define 
your budget and drive your IT 
roadmap with that budget. If 
you have reliable IT vendor 
relationships, lean on those 

partners to help you define your 
IT roadmap and to develop a 
three-year plan that addresses: 
the health of your foundation; 
the core side of your network; 
a disaster recovery and business 
continuance model; must-have 
IT security solutions; ongoing 
education; and, legal applica-
tions (Microsoft Office, DMS, 
practice management, docket-
ing, templating and numbering). 
Your firm can not afford to fall 
behind, now is the time to take 
control of the process.

4

Developing an IT Roadmap… continued from page 3

Josh Quinn Tommy Rotunno

professionals takeaway valuable 
lessons learned from their peers 
or develop relationships with 
vendors that are able to acceler-
ate the firm’s growth or reduce 
its expenses.

 Legal applications are the 
elephant in the room, and an 
area where your firm can easily 
allocate a large portion of your 
annual budget. There is no 
shortage of reasons to focus 
on this area; from the upcom-
ing end-of-life of Thomson 
Reuters Elite’s Enterprise plat-
form, to the allure of artificial 
intelligence. It is important to 
stay grounded and to develop 
a long-term vision as to how 
an application set will mature 
at a firm. Some core business 
applications such as account-
ing suites are sunsetting, while 
others are new spinoffs that may 

be worthy of consideration. Are 
you contemplating a desktop 
operating system refresh into 
Microsoft Windows 10 with 
Office 2016? This timeframe 
is likely the best window of 
opportunity for you to consider 
changing core legal applica-
tions that plug in to the Office 
suite, including templating 
and numbering. As Document 
Management System (DMS) plat-
forms become more millennial 
friendly, they are beginning to 
include features for expanded 
mobility along with integrated 
security and analytical features 
which could warrant an upgrade 
at your firm. Does your firm use 
a practice management applica-
tion, where it may make sense 
to break apart and instead use 
focused applications that are 
best-of-breed due to the firm’s 
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EDITORIAL POLICY This newsletter is published by the Independence  
Chapter of the Association of Legal Administrators. Opinions expressed in  
articles and advertisements contained herein are strictly those of the  
contributors and advertisers, and do not necessarily reflect the opinions  
of the Independence Chapter or its Members. Reprinting of any portion 
of this newsletter by any means including photocopying, recording or any 
information storage and retrieval system, is prohibited without permission  
of the Editor and Author.

Please take a moment out of your busy day and like and follow us on 
Facebook, follow us on Twitter and join us on LinkedIn. 

Our Facebook page is The Independence Chapter of 
the Association of Legal Administrators at https://www.
facebook.com/pages/Independence-Chapter-of-the-Asso-
ciation-of-Legal-Administrators/454195598030125?ref=hl. 
Please “Like” our page and “Follow” us.

Our handle on Twitter is @Independence ALA.  
Please “Follow” us.

Our LinkedIn address is www.linkedin.com/in/ 
independencechapterala. Please join us.

DIANE BURKHART
PRES IDENT’S  MESSAGE

Greetings and Happy New Year!
 Now that the holidays are behind us, 
it ’s time to set goals for the new year. 
Have you thought about getting more 
involved in the Chapter? Now is the time 
to give some thought to getting involved 
in the Chapter. There are ways to stick your toe in and 
test the waters without a huge commitment. Many  
of our Board Members and Committee Members 
have been involved for many 
years. The rewards are great! 
 Get to know your ALA 
colleagues and Business 
Partners – we are fun! 
Networking and devel-
oping relat ionships 
makes learning fun and 
keeping apprised of 
trends in the industry 
a less arduous task. 
Reach out to a Board 
Member or Commit-
tee Member to learn 
more. Any of us would 
be happy to grab some 
lunch and chat with you.
 The bene f i t s  o f 
membership are infinite. 
If you have not already done 
so, RENEW YOUR MEMBERSHIP 
at http://www.alanet.org/ today! 
 As you know, we cannot do what we do 
without our Business Partners. Business Partner renewals 
are ongoing. If you have a vendor who is not an ALA Busi-
ness Partner, brag about us! Information on our Business 
Partner opportunities can be found on our website at http://
www.ala-independence.org/become-a-partner.asp. 

 Our Board and Committee Members are fervently 
working to coordinate educational and social events 
for 2018. Check our website often for current informa-
tion! We’re kicking off the new year with a quarterly 
education session on ergonomics.

 We continue to support our charity for 
the year, Family Service Association of 

Bucks County. FSABC offers a variety 
of programs and services focused 

on increasing opportunities 
for adults, protecting seniors, 
reducing substance abuse, 
improving the lives of those 

with mental illness, preparing 
children and adolescents for 

the future, improving the 
quality of life for those 

living with HIV/AIDS 
and much more. The 
organization also 
operates the Bucks 
County Emergency 
Homeless Shelter,  
a temporary resi- 
dence for individuals  
and families who 

have lost safe and 
stable housing. For 

more information visit 
https://www.fsabc.org. 

Suggested donations are 
always included in our Chapter event 

invitations. FSABC was very grateful for the children’s 
pajamas and underwear our Chapter Members donated at 
our holiday dinner.

 Hope to see you at an event soon. 

Make it a great year!
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M O N T H L Y

Bucks County – 1st Wednesday 
(Diane Scholl, Law Offices of William L. Goldman, PC)

Montgomery County – 2nd Wednesday 
(Joan Wean, Hamburg, Rubin, Mullin, Maxwell & Lupin)

Chester/Delaware County – 3rd Thursday
(Diane Burkhardt, Lewis Brisbois Bisgaard & Smith LLP)

West Chester Area – 4th Wednesday 
(Susan Ondeck, Unruh, Turner, Burke & Frees)

2018
SAVE THE DATE!

UPCOMING WEBINARS OFFERED BY ALA NATIONAL
Has Your Company Bridged the Gap Between Human Values and Ethics? Does it Matter? February 14, 2018 

Trello: Increase Your Productivity Overnight March 1, 2018

The Financial Reporting Checklists Every Firm Should Be Doing March 8, 2018 

Time Entry to Cash Receipts: 8 Steps to Increase Revenue & Partner Profits March 14, 2018

ALA Committee on Diversity and Inclusion presents: Diversity & Inclusion: 60 Tips in 60 Minutes March 20, 2018 

Advanced 401(k) Planning and Strategies April 5, 2018

Impacting Financial Performance: Key Performance Indicators April 12, 2018 

Proving Cybersecurity Due Diligence For Your Firm April 18, 2018

Managing Law Firm Growth: A Look into the Science Behind Personnell Analytics May 3, 2018 

A Transgender Experience: A Personal Account May 10, 2018

Payroll Mistakes That Can Land You in HOT Water! – How to Avoid Getting Burned by Costly Mistakes May 15, 2018 

How Applied Improv Helps Legal Administrators Become Innovative Thinkers & Possibility Creators May 16, 2018
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playing at every corner and even in the streets! There was 
history to explore including the Andrew Jackson Hermitage, 
the Johnny Cash Museum and the legendary honky tonks. 
The ALA Business Partners were so generous with their time 
and energy in engaging us about their products and services. 
Dinner at The George Jones Museum & Gallery sponsored by 
one of our Business Partners was a fabulous evening and one 
of the highlights of the trip. While I did not attend the River 
Boat excursion hosted by ALA Region 1, others who attended 
enjoyed it very much. Members from the Independence Chap-
ter and Philadelphia Chapter also found time to 
shop for cowboy boots and other souvenirs.

ALA Regional Conference continued from page 1
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 ALA MISSION STATEMENT
The Association of Legal Administrators’ mission is to improve the quality 
of management in legal services organizations; promote and enhance the 
competence and professionalism of legal administrators and all members 
of the management team; and represent professional legal management 

and managers to the legal community and to the community at large.

Conni Sota is the Financial Manager at Heck-
scher, Teillon, Terrill & Sager, P.C., located in 
West Conshohocken, PA. The firm specializes 
in trusts and estates along with estate litiga-
tion and special needs trusts. Conni has been 
a Member of ALA since 1997 and has been a  
Board Member since 2000. She has served on  
the Bar Liaison Committee as Committee  
Member and Committee Chair. Conni is a 
resident of Cherry Hill, NJ.

CONNI SOTA Treasurer
Heckscher, Teillon, Terrill & Sager 610-940-2600
csota@htts.com

LISA BLAIR Secretary
Burns White LLC 484-567-5658
lablair@burnswhite.corn

Lisa Blair is the Eastern Region Office Man-
ager for Burns White LLC and has been with 
the firm since they opened their first Phila-
delphia region office in 2004. The firm is 
headquartered in Pittsburgh. Lisa has been 
a Member of ALA since 2014 and has served 
on the Legal Expo Committee. She lives in 
Eagleville, PA with her husband, Mike and 
daughter, Emily.

DIANE BURKHARDT President
Lewis Brisbois Bisgaard & Smith LLP 215-977-4079
burkhardt@lewisbrisbois.com

Alissa Hill is the Office Manager at Fisher & 
Phillips’ Philadelphia, Baltimore and Wash-
ington DC offices. The firm is headquartered 
in Atlanta. Alissa has been a Member of ALA 
since 2014 and been a Member of the Busi-
ness Partner Committee and is currently 
on the Newsletter Committee. Alissa enjoys 
traveling and cooking. Alissa lives in North 
Wales, PA

ALISSA HILL Vice President
Fisher & Phillips LLP 610-230-2175
aohill@fisherphillips.com 

Sandy Caiazzo is a Regional Manager and 
Lateral Integration Coordinator for Marshall 
Dennehey Warner Coleman & Goggin. Prior 
to holding her current positions, she was an 
office manager as well as a staff supervisor. As  
an active ALA Member since 2009, Sandy has 
attended many ALA National Conferences. 
Sandy resides in Philadelphia and has been 
the Past President of the Roxborough Kiwanis 
Club, Past Treasurer for Hunter Soccer Club 
and is currently President of the Roxborough 
Symphony Orchestra.

CRISTIN BUCCIAGLIA President Elect
Saul Ewing LLP 610-251-5061
CBucciaglia@saul.corn

SANDY CAIAZZO Vice President
Marshall Dennehey Warner Coleman & Goggin 
610 354-8250 | sbcaiazzo@mdwcg.com 

Cristin Bucciaglia is the Office Manager at 
Saul Ewing LLP’s Chesterbrook Office. She 
has been a Member of ALA since 2003 and 
has served as President as well as on the Tech-
nology, Member Services and Community 
Relations Committees. She loves to travel and 
cook. Cristin resides in Boyertown, PA with 
her dog, Moose.

2017-2018 BOARD MEMBERS

ALA MISSION STATEMENT

ALA is the undisputed leader for the business of law, focused on the  
delivery of cutting-edge management and leadership products and services 
to the global legal community. We identify and provide solutions to the most 
strategic and operational challenges our Members and customers face today, 

while we prepare them for the opportunities and challenges of tomorrow.

Diane Burkhardt is the Office Administra-
tor for the Philadelphia and Miami offices of 
Lewis Brisbois Bisgaard & Smith LLP. Diane 
has been a Member of ALA since 2006 and is 
a Past President of the Philadelphia Chapter 
and also served as Vice President of Education. 
She enjoys cooking, knitting, traveling with 
friends, and spending some couch time with 
her lazy English Bulldog, Mack. She resides 
in Langhorne, PA with her son Eric and their 
dogs Mack and Jeter.
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EDUCATION
  Sandy Caiazzo & Megan Marnie 
MEMBER SERVICES
MEMBERSHIP: 
 Joan Wean & Cristin Bucciaglia 

BROWN BAG: 
 Joan Wean – Montgomery County
 Diane Burkhardt – Chester/Delaware Counties
 Diane Scholl – Bucks County
 Susan Ondeck – West Chester Area 
TECHNOLOGY
WEBSITE: Cristin Bucciaglia & Sharon O’Donnell 
LISTSERV: Cristin Bucciaglia & Sharon O’Donnell 
NEWSLETTER: Alissa Hill & Kate MacArdle

SOCIAL NETWORKING: Lindsey Goldberg

WEBINARS: Lindsey Goldberg  
COMMUNITY RELATIONS
COMMUNITY CHALLENGE: Amy Coral, Dena Lyons  

& Maureen Stankiewicz

PUBLICITY/PHOTOS & NAMETAGS: Sue Cressman

PUBLICITY/PRESS RELEASES: Linda Andrews 

VENDOR RELATIONS
LEGAL EXPO: Joan Wean, Sue Cressman,  

Faye Hunsberger & Lisa Blair
BUSINESS PARTNERS: Janet Molloy,  

Lindsey Goldberg & Heather Godley 
REGIONAL COUNCIL REPRESENTATIVE
IMMEDIATE PAST PRESIDENT: Sharon O’Donnell 
FINANCE
 Board

COMMITTEES & MANAGEMENT TEAM

WELCOME NEW MEMBERS

Kelly A. Kosmalski-Mills
  .................................. kkosmalski@solnicklawyers.com
Firm Administrator – Solnick & Associates, LLC
 261 Old York Rd., Ste. 718, Jenkintown, PA 19046
 215-481-9979; Fax 215-481-9980

SECONDARY MEMBERSHIP:
Virginia R. Wentzel .........................vwentzel@ldylaw.com
Law Firm Administrator – Latsha Davis & McKenna, P.C.
 1700 Bent Creek Blvd., Ste. 140, Mechanicsburg, PA 17050
 717-620-2424; Fax 717-620-2444
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Delaware Valley Legal Expo 2017
Submitted by Suzanne Cressman – Firm Administrator, Rubin, Glickman, Steinberg and Gifford, P.C.

 The Delaware Valley Legal Expo was 

held on November 16, 2017, at the Sheraton 

Valley Forge Hotel in King of Prussia. Our 

Chapter co-hosts this annual event with the 

Montgomery Bar Association. If you’ve never 

attended one of our expos, you are missing 

a wonderful time. The atmosphere is fes-

tive and exciting. There is delicious food to 

be enjoyed by all. Significant door prizes are 

given away throughout the evening. This year, 

we had over 70 door prizes which included 

a variety of restaurant gift certificates, Visa,  

American Express and Amazon gift cards, 

gift baskets, Wine and Cheer, Flyers tickets,  

and even a home security system! Attendees 

also had an opportunity to receive a free $10 

Wawa Gift Certificate just for visiting five 

vendors. What a nice way to receive a few 

“free” cups of coffee! It is well worth coming 

for the food and door prizes alone. However, 

the main reason to attend is to meet the more 

than 65+ vendors who are exhibiting. The 

event presents a terrific opportunity to meet a 

wide array of vendors in one location. You will 

gain insight into new technologies and servic-

es coming to the market. On hand are vendors 

who provide services to law firms in such areas as banking, 

insurance sales, office supply sales, staffing/recruiting agen-

cies, copy equipment sales, computer software and hardware 

sales, telephone equipment sales, website service companies,  

audio visual service companies, medical legal consulting and 

investigative consulting just to name a few. If you missed the 

event, we hope to see you this year.

Continued on page 11
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November 9, 2018

MEMBER PROF ILE
Brain K. Hoffman, Sr.
Interviewed by Joan Wean, Membership Co-Chair

Brian K Hoffman, Sr., is the 
Firm Administrator at Gawthrop 
Greenwood, PC. He manages the 
operations of the 24-attorney firm 
including Accounting, IT, Facili-
ties and a staff of 16 at their two 
offices. Brian advised that his posi-
tion is an exciting and interesting 
one which keeps him challenged 
and busy. While most of his 
background has been accounting 
related, he always wanted a role that would allow him to 
further utilize his people and problem solving skills. This 
position offers him these opportunities and he said that 
there never seems to be a dull moment and looks forward 
to the challenges he faces each day. 

 Brian’s father was a Magistrate in Delaware, so he was 
introduced to the legal industry as a young child. He decided 
to study Accounting during his early education decisions 
and eventually ended up in the legal industry where he 
serviced law firms working for Xerox Business Services. At 
XBS, he managed the outsourced mailrooms, messenger 

services and copy centers of many law firms in Delaware. 

 Following his experiences at Xerox, he joined one of 
their clients, Potter Anderson & Corroon in Delaware where 
he spent eleven years. For the next four years, he moved on 
to serve in various accounting roles at Cooch and Taylor 
and then joined Gawthrop to manage the firm’s finance 
and operations.

 Brian was born and raised in Delaware where he still 
lives with his wife and 11 year old son. They also have three 
older children who are no longer living at home. Brian 
volunteers and serves as the Treasurer on the local Boy 
Scouts of America Board and enjoys outdoor activities that 
he shares with his family, enjoying camping and spending 
time at the Delaware beaches. 

 He joined the Independence Chapter, and later the Dela-
ware Chapter, of ALA to network with other firm managers. 
Brian reports that leveraging the wealth of knowledge and 
experiences of other administrators has been extremely 
helpful to him in a number of his recent projects. He appre-
ciates the help and advice that has been afforded to him by 
being a member of ALA, and states that it has been integral 
to his success in his role at Gawthrop.

continued  
from page 10
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Q U A R T E R LY  E D U C A T I O N A L  E V E N T

Privacy and Security
By Megan Marnie – Philadelphia Office Manager, Cipriani & Werner, P.C.

 On Wednesday, September 20, 2017, the Independence 
Chapter of the Association of 
Legal Administrators hosted 
our quarterly education event 
at the Plymouth Meeting Coun-
try Club, which was sponsored 
by All-State Legal and Mind-
Shift. We were honored to 
have Mark McCreary, CIPP/US, 
Chief Privacy Officer & Partner 
at Fox Rothchild LLP present to 
us about Privacy and Security 
Consideration and Tips: Obli-
gations of Confidentiality and 
Safekeeping. In today’s ever 

changing world of hacking, ransomware, spoofing and many 
other risks that could keep us up 
at night it is difficult to know 
where to start. Mark provided 
us with tips and guidance on 
how we could better protect our 
firm, client and personal data. 
In addition, he shared his own 
experience in creating buy-in to 
implement security initiatives at 
his own firm. The event was well 
attended and we all went home 
with some new tools to tackle our 
cyber security concerns.



13

What Can Legal Professionals Do to Protect 
Their Firms from a Cyber-Attack?

By Gail Ruopp

 Some law firm leaders are under 
the impression that their professional 
liability insurance policy will protect 
them. It may in some cases, but not 
all. Cyber liability insurance should 
be considered and investigated. Just 
completing the application will help 
a law firm leader uncover the weak 
links in their firm. If an insured firm’s 
network is hacked, an expert will be 
assigned by the insurance carrier to 
help the firm comply with regula-
tory requirements and notifications, 
which differ from state to state, as well 
as how to stop the current and future 
breaches. Notifications are dependent 
on who was hacked, so if you have 
clients throughout the country or the 
world, this task is daunting. The cyber 
liability insurance premium does not 
seem too expensive when considered 
against the ramifications.

 Many corporate clients are asking 
for certificates of insurance from their 
outside law firms regarding cyberse-
curity insurance. Corporate clients 
may perform a site audit and will 
make demands about how data is 
stored and processed.

 When obtaining cyber liability 
insurance, confirm that it is written 
on a claims-made basis, and be sure it 
does not exclude pre-existing events. 
It is not uncommon for a law firm’s 
network to be hacked, but not uncov-
ered until months later.

 Law firm leaders should make it 
a priority to educate every member 
of the firm. You don’t know what 
you don’t know. Start with educat-
ing your people. KnowBe4 is one of 
many education applications that 
each member of the firm can take at 
his or her own convenience This is a 
reasonable expense, and cyber liability 
insurance premiums may be reduced 
for firms that have taken this step. 
A firm may apply for CLE credit to 

entice attorneys to participate. Rules 
of Professional Conduct in many states 
now include a reference to technology. 
Ignorance is no longer a defense. Insur-
ance carriers have a vested interest in 
properly educating employees and 
business partners.

 Many times, they will present to 
the firm. The American Bar Associa-
tion also regularly offers CLEs to help 
educate attorneys.

 Organizations are being formed 
specifically to deal with educating 
people about cyber-attacks. ThreatAd-
vice is such a company specializing in 
the unique challenges facing the legal 
industry. ThreatAdvice provides CLE 
credit as well.

 Ask for certificates of insurance of 
cyber liability insurance from your 
trusted business partners who process 
your payroll, maintain your data, 
have access to your network, or work 
with you on e-discovery or document 
management. Be sure you are sharing 
this risk with your business partners.

 Routinely run a security test to 
ensure that your network is protected. 
These tests include sending emails to 
end users to determine who opens a 
suspicious email and then educating 
those people.

 Ensure that email attachments are 
scrubbed and encrypted. Do not send 

confidential information to public 
email addresses like Yahoo and Gmail. 
They are not secure.

 You may want to include your 
procedures or expectations from a 
client in your engagement letter. If 
you have cyber liability insurance, 
you may want to indicate it in the 
letter as well.

 If your firm takes credit cards, you 
may want to consider a third party to 
do this for you. LawPay works exclu-
sively with law firms. You can even 
allow a client to pay a bill on your 
firm’s website. They assume the risk. 
The law firm keeps no client credit 
card information.

 When sharing files with individu-
als outside of the firm, be sure you 
are using a secure document sharing 
applications like ShareFile. Dropbox is 
a well-known document sharing plat-
form, but it is not secure. Check with 
and listen to your IT professionals.

 It is inconvenient to change pass-
words frequently. Remember them 
or put them in a secure place that 
only you can easily access. Learn 
to password-protect documents and 
spreadsheets as well.

 If you receive an email and you 
do not recognize the sender, do not 
open it. Cyber liability insurance 
carriers may occasionally send such 
an email that should not be opened. 
They will then report to management 
who opened the suspicious email.
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The Independence Chap-
ter’s annual holiday party was 

held on Thursday, December 7th, at Cerdo 
in Conshohocken. This Mediterranean restaurant, 

located at 382 E. Elm Street, provided a nice private room 
on the 2nd floor for the Chapter to celebrate the 2017 holiday 
season in style. The food and wine selection at Cerdo is amaz-
ing and certainly worth a second visit from first-timers like me.

As the evening began, everyone arrived with gifts for our gift exchange, 
in addition to donations of children’s pajamas and underwear to support 

the Family Service Association of Bucks County. As we mingled and caught 
up with each other, we entertained our palates with fine wine and an appe-

tizer of charcuterie boards that were set up throughout the room. Once 
we sat for dinner, the food just kept coming… from a delicious salad, 
to pasta in a flavorful pesto sauce, tomato and mozzarella flat bread, 
braised wild boar ribs, hanger steak, branzino filet and finally, a deli-

cious dessert of zeppole and gelato. It was simply marvelous.

Before dessert arrived, a few Members distributed the gifts for the 
holiday gift exchange and the room was full of chatter as the 
gifts were opened. Combined with great company, delicious 

food and great wine, the gift exchange and generous 
donations, the Independence Chapter enjoyed 

another successful holiday party that I’m 
sure was enjoyed by all.
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